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1
Decision/action requested

SA3 is kindly asked to approve the proposed security requirements and key hierarchy for SLPP signalling broadcast and groupcast in TS 33.533.
2
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3
Rationale

Although the conclusion on protection of SLPP signalling groupcast/broadcast was not drawn in TR 33.893 [1], it was stated in the report (S3-233400 [2]) of TR 33.893 [1] to SA#100 that protection of SLPP signalling groupcast/broadcast is to be determined during normative work based on the progress in RAN2.
This pCR proposes to add the security requirements for SLPP signalling groupcast/broadcast in TS 33.533 [3], as well as the key hierarchy. According to the discussion in RAN2, the broadcasted/groupcasted SLPP signalling is transferred in user plane messages, hence it is proposed to use the security mechanism for the user-plane based one-to-many communication defined in TS 33.303 [4] as the baseline.
4
Detailed proposal

*************** Start of the 1st Change ****************

6.4.2
Security requirements

The 5G system shall support mutually authentication between the UEs during unicast direct communication establishment for Ranging/SL Positioning control over RSPP.

The 5G system shall support integrity, confidentiality and anti-replay protection for the information transferred during unicast direct communication for Ranging/SL Positioning control over RSPP.

The 5G system shall support cryptographic separation for each SR5 interface and for each peer UE during unicast direct communication for Ranging/SL Positioning control over RSPP.

The 5G system shall support integrity, confidentiality and anti-replay protection for the information transferred during unicast communication for Ranging/SL Positioning control over the protocol between the UE and LMF.
The 5G System shall support integrity, confidentiality and anti-replay protection for SL positioning signalling in groupcast.

The 5G System shall support integrity, confidentiality and anti-replay protection for SL positioning signalling in broadcast.
*************** Start of the 2nd Change ****************

6.4.x.y
Key hierarchy for SLPP signalling broadcast/groupcast protection
The key hierarchy for SLPP signalling broadcast/groupcast follows the key hierarchy for one-to-many ProSe direct communication as specified in TS 33.303 [x]. The different layers of keys (see figure 6.4.x.y-1) are the following:
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Figure 6.4.x.y-1: Key Hierarchy for SLPP Signalling Broadcast/Groupcast

-
SLPGK: SL Positioning Group Key is a 256-bit root key specific to a Ranging/SL positioning application (for broadcast) or group (for groupcast) provisioned with an expiry time. To enable broadcast/ groupcast protection per service or per service group, SLPGK is associated with the service identifier or the Group ID. Each SLPGK has an 8-bit SLPGK ID to identify it. This allows several SLPGKs to be held simultaneously for one Ranging/SL positioning application (for broadcast) or Ranging/SL positioning group (for groupcast). SLPGK may either be provisioned by the SLPKMF to the UE or be derived by the UE from locally configured long-term credentials.
NOTE x:
Group ID is defined in TS 23.586 [2], which indicates a Ranging/Sidelink Positioning group that the UE belongs to and can be mapped to Destination Layer-2 ID.
-
SLPTK: SL Positioning Traffic Key is a 256-bit intermediate key derived by the UE from SLPGK. It is unique per UE to ensure that each UE generates unique SLPTKs for protecting the messages it sends. Each SLPTK has a 16-bit SLPTK ID to identify it. SLPTK ID is a counter in the UE set to a unique value that has not been previously used together with the same SLPGK and associated SLPGK ID. Every time a new SLPTK needs to be derived, the SLPTK ID counter is incremented.

-
SLPEK and SLPIK: The SL Positioning Encryption Key (SLPEK) and SL Positioning Integrity Key (SLPIK) are derived by the UE from SLPTK and used as broadcast/groupcast keys to protect the integrity and confidentiality of SLPP broadcast/groupcast messages respectively. 
*************** Start of the 3rd Change ****************
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